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Presentation Letter 

Dear delegates, 

 

Welcome to the fourth edition of CSMUN and to this committee, the United Nations Office on Drugs                 

and Crime. We are honored to be your president for this edition of CSMUN, we recommend you to see                   

this experience as something that is going to give you tools and abilities for your daily life and future.                   

Don't see this opportunity as just a grade, this is a chance for you to grow as a person and develop your                      

personality.  

 

As presidents we are disposed to help you in anything you need during this process. Don't be afraid to                   

ask for help, we are here as a support for delegates to give their best effort. We hope you show interest                     

and motivation along this process. We recommend to research as much as you can to have an excellent                  

participation during workshops and the debates. In case you have any questions or need help for                

something do not hesitate to talk to us. We have lived what you are going to experience in the next                    

months and we can assure is going to be an experience that would better your life in many aspects. 

 

We are as excited as you are for this edition of CSMUN, we are looking forward for the delegates to                    

learn and take position of their delegations. One of the main aspects we want in this committee is                  

respect, to your fellow delegates and for your presidents. The second characteristic we want is the                

compromise and responsibility through this process, be aware of everything you need in order to be a  

 



                  

 

successful delegates. Finally, if you do not see this opportunity as something you like, just look at the                  

bright side of it and everything that is going to contribute to you and to your daily life. 

 

As we mentioned before, do not be afraid to ask for help. If you need something we are available for                    

the delegates, send us an email or talk to us in the brakes. With pleasure we would help you in                    

anything you need. 

 

Valeria Rueda Giraldo                                                                   Jose Nicolás Rubiano 

9A                                                                                                  9B 

cs.valeria.rueda@clermont.edu.co                                                cs.jose.rubiano@clermont.edu.co  
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ABOUT THE COMMITTEE (UNODC) 

 

UNODC is a global leader in the fight against illegal drug and international crime, it is based in three                   

main areas: health, justice and public health. It was created in 1997 after the United Nations Drug                 

Control Programme and the Centre of International Crime Prevention were combined. This            

commission consist in a wide network of field offices that work in all regions of the world. The                  

economic budget of this commission relies 90% on voluntary contributions, mainly from governments.             

They are in charge of topics such as: alternative development, human traffic, HIV prevention in drug                

consumers and persons in detention, money laundering, cybercrime and organized crime. 

 

The labor UNODC has to fulfill is to help Member States in their fight against illegal drugs, terrorism                  

and crime. Also it was created with the objective of intensifying the fight against transnational crime                

and to reinforce the commitment of the Member States in the actions against terrorism and world drug                 

problem. 

 

UNODC works to secure access to health services for every person independant to their social or legal                 

condition. As an example the UNODC strives to guarantee a free access to treatments for drug                

consumers. Another function this commission develops is to help governments through international            

legal tools to create fair and stable justice system. Finally the UNODC aims to strengthen the response                 

of countries against crime. Therefore they reinforce the international actions to debilitate drug traffic              

and implement numerous programs against corruption and money laundering. 

 



                  

 

 

Topic A: Drug trafficking in Central America and its contribution to the consumption of it in                

North America and Europe. 

 

History and Introduction: 

Drugs were created as soon as the first civilizations started to grow, this in order to separate themselves                  

from the actual world that was surrounding them, without knowing the side effects that this could                

bring. Drug bases are plants like marijuana, the coca bush and the opium poppy which are the plants                  

that produce the psychoactive substances that drugs contain must be taken into accont the fact that                

drugs as they are know have, but man has developed technologies that create other type of drugs                 

artificially. The latin American territory it's been full of this type of plants, so for decades the                 

production of it has been very easy. Since colonization of south american countries finished and they                

developed as independent countries they have had the chance to export this very demanded product by                

the main traffic routes like the caribbean sea and some terrestrial routes. In every country the fight                 

against this substances has been done differently but in the main producers of the coca bush of south                  

america the same method was used, a technique for the extermination of this type of plant and it                  

consisted on the irrigation of a liquid that contained a fungus that infected plants and affected their                 

proper and high quality growth; this type of techniques failed because the big amounts of kilometers of                 

plants in each territory. All of this happened in 2000-2003 after some of the latin american countries                 

went into civil war because of the drug trafficking between 1985-1993. 

 

 



                  

The main reasons for this civil wars were the fact that the different governments tried to fight the                  

international commercialization of this illegal substances and the groups that were responsible of this              

exchange with european and north american countries attacked back very aggressively killing lots of              

civilians to communicate their thoughts towards the laws that were being developed to punish in the                

fairest way possible all the damages they were causing to the local community. 

 

While at the same time the north american countries were also trying to decrease the consume of this                  

substances so they made them illegal in the whole country but this decision increased the violence in                 

much of the states so after this they made them legal in some of the states in North America. 

 

Present: 

Many of these countries are transit countries for cocaine bound for the main consumer markets in North                 

America and Europe. For the North American market, cocaine is typically transported from Colombia              

to Mexico or Central America by sea and then onwards by land to the United States and Canada. The                   

US authorities estimate that close to 90% of the cocaine entering the country crosses the US/Mexico                

land border, most of it entering the state of Texas. According to US estimates, some 70% of the cocaine                   

leaves Colombia via the Pacific. 

Colombia remains the main source of the cocaine found in Europe, but direct shipments from Peru and                 

the Plurinational State of Bolivia are far more common than in the US market. The relative importance                 

of Colombia seems to be in decline. For example, in 2002, the UK authorities reported that 90% of the                   

cocaine seized originated in Colombia, but by 2008, the figure fell to 65%. In a number of other                  

 



                  

European countries, Peru and the Plurinational State of Bolivia seem to be the primary source countries                

of cocaine. 

 

Relation with the commission: 

The Regional Programme for Central America is the result of an in-depth consultation process fully               

supported by Member States of the region. UNODC organized a Regional Experts Meeting in Costa               

Rica in 2009 on priorities for action in Central America for the period 2009-2011. 

The ''Programa de UNODC para el reforzamiento del plan de acción de la estrategia de seguridad en                 

Centroamérica y México'' was adopted at the Ministerial Conference in Managua , Nicaragua on 23-24               

Junes 2009 by the seven Member States of the Central American Integration System (SICA), with               

Costa Rica as observer, the Dominican Republic as an Associated State to SICA and Mexico. It is                 

intended to complement the Central America and Mexico Security Strategy Action Plan. 

 



                  

Representatives of the States at the Ministerial Conference also presented their national priorities and              

requested UNODC to provide state-of-the-art advisory services and technical assistance in order to             

design and implement an appropriate answer to the problems of drug trafficking and related              

transnational organized crime. 

In the final declaration of the Managua Ministerial Meeting, Member States also endorsed the creation               

of Centres of Excellence in the region, which will gather the existing expertise in Central America and                 

leverage it to deliver highly successful programmes and projects. 

The Regional Programme for Central America is the operational translation of the "Programa de              

UNODC para el reforzamiento del plan de acción de la estrategia de seguridad en Centroamérica y                

México". 

 

Topic B: Cybersecurity 

 

History and Introduction: 

Cybercrime is considered a barely new and evolving form of crime due to the borderless realm the                 

cyberspace offers and the huge progress technology has presented in the last decades. Realizing the               

need of something that can protect governments, companies, and organization from being victims of              

this type of crime, this is called Cybersecurity. Cybercrime goes all the way back before the creation of                  

the Internet, to the creation of the term Hacking in 1960, it was first described as the modification in                   

the programmatic of a hardware. Enthusiast like Dennis Ritchie and Keith Thompson started to              

manipulate devices to execute a different function from the ones they were the first program for. In this                  

 



                  

time hacking was considered a good thing, consider to be an intelligent way to solve problems with a                  

device.  

 

In 1970´s the malicious part of hacking started to show off. In 1970 a group called “phreakers”                 

discover codes and tones that allow them to have infinite calls on the free long distance service,                 

meaning they hacked the computerized phone systems. What they did was to imitate phone operators in                

order to get delicate information out of the calls. Later on, the system administrator of the Lawrence                 

Berkeley National Laboratory, Clifford Stoll, saw certain errors in the accounting information. He             

designed tactics, called the honeypot technique, to later discover that an unauthorized user was              

changing information in the system (these tactics were later used in countries like West Germany to                

capture Markus Hess, who was selling sensible military information). The responsible behind this was              

Robert Morris, who created the Morris worm virus, ending in losses of about 90 million dollars in                 

damages of 60,000 computers. These events forced the US Congress to approve the first cybercrime               

related legislation, making this type of acts punishable with monetary fees and jail time.  

 

Even though these acts were punishable in the US, harmful cybercrimes affected not only the US but                 

also the international community and private sector. Examples of this important events were:  

 

-disabling the USA´s Congress electronic voting system with a virus in 1985.  

-Australian hackers disables NASA's system for 24 hours in 1990.  

-Theft of about 125 million dollars from Out Economic Bank in 1991, and  

-The breakdown of Ignalina nuclear power reactors in 1992.  

 



                  

 

These events showed the international community the risks, reach and power cybercrime can have.  

  

Present: 

Cybersecurity has turned into a crucial topic for the UNODC and governments due to the enormous                

progress cybercrime has shown in the last years and the risks it represents for the international                

community. Cybersecurity consists in the protection of information located in the web through a              

system of technologies, practices, and processes. There is not a defined definition for cybercrime nor               

for cyber attacks but certain characteristics can be attributed to cybercrime such as anonymity of the                

offender by changing, hiding or encrypting their IP address making it very challenging to track down                

and the difficult access to useful information the authorities can use because of the infinite space the                 

web contains. “Cybercrime is an evolving of transnational crime”(UNODC, 2017). 

 

Nowadays this topic presents a numerous amount of critic matters that put cybercrime in a dangerous                

position for the government and makes the creation of a cybersecurity network able to fulfill the work                 

of preventing the numerous risks cybercrime offers a complex work. The fact that cybercrime is a                

relatively new form of crime leads to a high level of ignorance and naivety for the international                 

community compared to the offenders. Another important matter is the reach this form of crime has,                

taking into account the factor that cybercrime takes place in an endless realm means is able to hit any                   

society in the world which has a connection to the Internet. Finally and the most critic matter related to                   

justice is how the offenders can commit cyber attacks under anonymity, leaving governments with a               

 



                  

few capacity of response to cybercrime, in a weak position against delinquents. That is why building a                 

proper cybersecurity system has become a challenge for the Member of States. 

 

Cybercrime would not only affect a governmental database but will also represent a risk for a single                 

person. Due to the endless purposes hackers commit in the web, they can focus on stealing personal                 

information that can result in serious consequences. If there is not appropriate safety and prevention               

while on the Internet, offenders can steal from bank accounts codes to social network passwords, which                

puts in risks the integrity, privacy and safety of a human. 

 

(The Evolution of Cybercrime, http://resources.infosecinstitute.com/evolution-in-the-world-of-cyber-crime/) 

 

The international community cannot expect LDC´s to have the same availability and progress on the               

advance of cybersecurity. Many countries don't count with the resources for improving and deepen              

 



                  

their research on this modern topic. For this reason one of the key points to a successful is the support                    

developed countries can provide to LDC's to boost their cybersecurity and be able to protect sensible                

information from any acts on the web that danger the country´s sovereign. Is important to highlight the                 

fact that the priority for every country on cybersecurity is different.  

 

In order to reach an advanced system of cybersecurity, six panellist (Dr. Hamadoun I. Touré, Mr.                

Anthony V. Teelucksingh, Ms. Cheri F. McGuire, Mr. Mohd Noor Amin, Ms. Deborah Taylor Tate               

and Ms. Simone Monasebian) presented five main ideas and strategies that would improve and              

strengthen the fight against cybercrime: 

 

-”Partnership of the private sector and government is the key to address the cybersecurity issue.”               

(Touré, H., Teelucksingh, A., McGuire, C., Amin, M., Tate, D., & Monasebian, S, 2011). It is the                 

responsibility for every company to protect their own information as is for the government to protect                

the governmental database but taking into account that the ICT structure is getting constantly attacked               

by more sophisticated techniques and that a single company or country cannot addressed all of the                

cybersecurity issues. It is important for the private sector and government to cooperate to join defences                

and find how to protect in the best possible way. 

 

-“Domestic and international legislation, cooperation on the international level, and technical           

assistance” (Touré et al, 2011). The need to count with laws against cybercrime in national legislations                

is critical. Defendants need to be inform about this laws and judges have to count with assistance to                  

 



                  

review and analyse this type of scenarios. Countries can use the Budapest Convention on cybercrime               

as a simple and broad basics of precaution that need to be taken against cybercrime. 

 

-”The International Multilateral Partnership against Cyber Threats (IMPACT) is a platform           

that brings together government, industries and academia under the umbrella of the ITU” (Touré              

et al, 2011). IMPACT is the biggest cybersecurity union that helps to transform research finding and                

initiative into actions and execution of plans. One of the most important cooperation the IMPACT does                

is with the UNODC and ITU to reinforce and create laws on this type of platform. 

 

-”UNODC plays a key role in the fight against cybercrime. However, more effective cooperation              

and additional resources are needed to assist developing countries to counter cybercrime.” (Touré             

et al, 2011). Due to the transnational nature of cybercrime, the collaboration with other key members of                 

this topic through sharing information and communication is key to fight properly against it. 

 

-”Child Online Protection (COP) Initiatives are crucial to full maximization of spectacular            

technological devices and applications for children.” (Touré et al, 2011). The education in having a               

safe interaction with the Internet is key in young ages. This avoids risk like phishing, grooming and                 

cyberbullying that in many cases results in extortion, stalking and even suicide. It is fair to recognize                 

that this tool (Internet) benefits the society and is not an option to educate future generations to avoid it. 

 

This topic is about creating a protection that allows us to exploit the Internet as a benefit for                  

development and education in the hands of the international communities or to continue a naivety and                

 



                  

passivity on cybersecurity that could result in the rise of hackers and delinquents on the web through                 

committing cybercrimes. 

 

Relation with the commission: 

Taking into account Cybercrime has been attributed to a complex nature by the UN. UNODC, in order                 

to emphasize cybersecurity, has focused upon expertise in criminal justice systems to work for raising               

awareness, amplifying the data and researching about cybercrime, building a technical assistance aid             

and establishing an international cooperation. The growth of cybercrime has led to the creation of the                

Global Programme on Cyber Crime mainly to function as a help to the Member States in the                 

struggle against crime in the borderless realm of cyberspace. This Commission has to fulfill mandates               

such as: through the creation of an intergovernmental group of experts to develop a comprehensive               

study on cybercrime. This Commission is funded by the governments of Australia, Canada, Japan,              

Norway, UK, and the USA. UNODC expects and hopes that through the profound and              

comprehensive research the commission works on, the Member States can get a strict and forthright               

response against any case related to cybercrime that can harm any person, institution, organization or               

state.  

 

 

 

 

 

 

 



                  

 

QARMAS (QUESTIONS A RESOLUTION MUST ANSWER): 

Topic A 

What is your country's relation with drug trafficking in latin america? 

Has your country been affected by drug trafficking in latin america? How? 

Has your country been affected by drug trafficking in latin america? How? 

How does your country contribute with the elimination of this kind of substances? 

What programmes has your country developed in order to fight against this issue? 

Topic B 

Has your delegation been affected by cybercrime? 

Are there any cases of cybercrime in your country? 

What solutions can your delegation offer to respond to cybercrime? 

What solutions has UNODC execute against cybercrime? 

Is there any organization or NGO related to the research or fight against cybercrime in your country? 

Which are the strengths and weaknesses related to responding to cybercrime of your delegation? 

What is the position of your country on cybercrime? 

Is your country willing to help LDC in the develop of their cybersecurity? 

 

 

 

 

 

 



                  

 

Relevant sources for delegates 

https://www.unodc.org/unodc/en/cybercrime/index.html 

https://www.unodc.org/cld/v3/cybrepo/ 

https://www.unodc.org/unodc/en/cybercrime/global-programme-cybercrime.html  

http://www.unodc.org/unodc/en/data-and-analysis/WDR-2010.html  

http://www.unodc.org/unodc/en/data-and-analysis/drug-production-and-trafficking.html  
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